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Abstract: Increasing the efficiency of water supply networks is essential in arid and semi-arid
regions to ensure the supply of drinking water to the inhabitants. The cost of renovating these
systems is high. However, customized management models can facilitate the maintenance and
rehabilitation of hydraulic infrastructures by optimizing the use of resources. The implementation
of current Internet of Things (IoT) monitoring systems allows decisions to be based on objective
data. In water supply systems, IoT helps to monitor the key elements to improve system efficiency.
To implement IoT in a water distribution system requires sensors that are suitable for measuring
the main hydraulic variables, a communication system that is adaptable to the water service
companies and a friendly system for data analysis and visualization. A smart pressure monitoring
and alert system was developed using low-cost hardware and open-source software. An Arduino
family microcontroller transfers pressure gauge signals using Sigfox communication, a low-power
wide-area network (LPWAN). The IoT ThingSpeak platform is used for data analysis and
visualization. Additionally, the system can send alarms via SMS/email in real time using the If This,
Then That (IFTTT) web service when anomalous pressure data are detected. The pressure
monitoring system was successfully implemented in a real water distribution network in Spain. It
was able to detect both breakdowns and leaks in real time.

Keywords: digitalization; information and communication technologies (ICT); low power wide area
network (LPWAN); Arduino microcontroller; ThingSpeak; web service

1. Introduction

Increasing the value of water as much as possible, especially in the arid and semi-arid zones of
southern Europe [1] means improving the performance of water distribution networks. These regions
frequently suffer prolonged drought periods [2] and this makes it increasingly difficult to secure and
maintain sufficient quantities of drinking water, sometimes limiting water use in the area. A high
percentage of the water distribution networks that operate in large cities have leaks that cause
significant water losses. These inefficiencies are contrary to the European Commission's reference
document [3], which declares that water is a resource that must be managed sustainably and
reasonably.

The current management models of water distribution systems aim to control the main
hydraulic variables and ensure that these infrastructures are used efficiently. The decision-making

Sensors 2020, 20, 4247; doi:10.3390/s20154247 www.mdpi.com/journal/sensors



Sensors 2020, 20, 4247 2 of 19

process is based on objective data [4]. For this reason, numerous technologies have been developed
to monitor hydraulic and water quality variables. Substantial progress is now being made in the
development and implementation of intelligent water meters (digital water metering) based on an
electronic core [5] and different communication systems to perform remote accurate readings [6].
Several studies have focused on the benefits of these meters [7], which can be improved with a
complementary set of pressure sensors located in optimal positions [8,9] to detect and locate leaks
[10,11]. These sensor networks have led to the development of algorithms for real-time leak detection
[12]. These advances have been implemented in pilot tests in water supply companies in order to
check the reliability of these technologies and any issues related to their implementation [13-15].

Digitization and the implementation of the concept “Industry 4.0” has created a new dimension
in the management of hydraulic networks. The control of hydraulic parameters through the
installation of sensors requires the storage and analysis of a large amount of data [16,17], opening the
door to big data for water supply companies [18]. These companies can obtain numerous benefits as
a result of the correct analysis of the stored data, such as knowing the state of the infrastructure in
real time [19], detecting uncontrolled water leaks or losses [20,21], the ability to bill their clients more
accurately and periodically [22], and predict consumption to anticipate possible problems [23,24].

The success of current monitoring systems applied to water distribution networks is based on
the adoption of new technologies related to the Internet of Things (IoT) [25]. The IoT allows wireless
connectivity between elements of the system in order to process data and make the best decision [26].
Conventional monitoring systems based on SCADAs [27], PLCs [28], etc., have been replaced by
modern IoT systems, and have moved from centralized systems to decentralized systems where data
are accessible from anywhere with an Internet connection. According to [29] the IoT applied to water
management helps to increase productivity without cost increases, improves system efficiency and
fosters the creation of new business models based on full control of the network.

The communication networks best suited to water supply systems are low-power wide-area
networks (LPWAN) [9]. The companies responsible for these supply systems generally have some
commonalities: hydraulic infrastructures that occupy a large surface area, work areas with little or
no mobile coverage, very diverse topology that makes it difficult to access certain points, etc.
LPWANSs can be easily adapted to different scales, which facilitates their implementation in water
supply networks, therefore, the correct functioning of the system is not constrained by a possible
future extension of the network or an increase in the monitoring variables.

LPWAN networks are characterized by low energy consumption and low cost, and they allow
for connection between far-away objects. This telecommunication system fits perfectly with
applications that require little transmission information [30]. This communication architecture is now
implemented frequently due to the ease of its development, the online available resources, and the
existence of a community of developers who share their projects and results. The low cost of
developing these wireless networks has led to an increase in their use, and they are favored by the
growing number of compatible modules offered by major companies in the electronics sector [31].
The LPWAN networks that are currently used are Sigfox, LoRaWAN and NB-IoT.

In recent years, the use of open source technologies in sensing projects has increased for two
main reasons: low component prices and the easy use of these technologies [32]. Open source
platforms allow the development of large monitoring and telemetry projects at an affordable price.
Technological obsolescence can be avoided because they are versatile and able to install new
improvements to update libraries or improve the codes. Additionally, there is a growing community
of developers (makers) who facilitate rapid self-learning due to the large amount of online resources.
There are several examples of the application of open source platforms to solve real problems
including a hydrological monitoring system based on Arduino Mega [33], an intelligent irrigation
system that uses an IoT sensor network with Arduino Uno [34] and the monitoring of water quality
with wireless communication using Arduino Leonardo [35].

To ensure the success of a monitoring system, it is necessary to properly store the data that is
generated [36]. Currently, low-cost cloud databases (IoT platforms) are emerging and these require
low complexity in order to facilitate their manipulation among users [37]. In addition to their main
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function, the orderly storage of information, they provide other secondary services such as friendly
data visualization, the generation of results reports, search for patterns that follow similar behaviors,
data analytics, etc. [38]. Hence, it is necessary to use these tools to manage large amounts of data and
information.

The main goal of this research was to develop a low-cost and robust system for pressure
monitoring in water transmission systems to detect leaks and breaks in real time. This system requires
a measuring and signal transmission device that must be able to operate in locations without
connection to the grid and the number of these devices should not affect the operation of the
monitoring system. For this purpose, a low power wide area network (LPWAN) was used with a
communications system based on the internet of things (IoT). The system was designed to use open
source software as well as low-cost hardware in all its functions (data collection, data transmission
and data visualization). This feature makes it easy to adapt to any water supply systems and to
replace both software and hardware elements with the most appropriate alternatives for each
situation, thanks to the system's modular architecture. In comparison with other conventional
pressure monitoring systems, the proposed system allows pressure data with a high frequency
(fundamental characteristic to develop an alert system in real time) to be obtained; this offers great
autonomy (the data collection device manages the optimal energy needed for its operation). The
reliability of the developed prototype was tested in a real water transmission network to detect and
locate leaks in real time, reduce the duration of system failure periods and maintain costs (improving
its efficiency), which are key factors in the optimal management of water distribution systems.

This manuscript is structured as follows. Section 1 introduces the problem of the inefficiency of
water distribution networks and presents studies related to the monitoring of hydraulic variables.
Section 2 describes the architecture and components of the proposed pressure monitoring system, as
well as their operation. Then, the case study is presented in Section 3. It characterizes an actual water
distribution network where three measuring devices have been tested. Section 4 shows the actual
results of leak detection under different working conditions, followed by a discussion of the strengths
of the proposed system versus other commercial systems (Section 5). Finally, the conclusions are
provided in Section 6.

2. Material and Methods

The architecture of LPWAN networks is simple: the final nodes collect the data recorded by the
sensors and connect directly to the base station to transmit the information and store it in a cloud
database, where the data are analyzed and then sent to be visualized by internet-connected devices
(computers, tablets or mobile phones) (Figure 1). This architecture makes the system modular. The
data acquisition nodes work independently, so the installation of a larger number of nodes does not
affect the behavior of the system. Another advantage is the low power consumption of each node,
which improves the autonomy of the connected devices. This type of communication network allows
limited transmission of information bytes, but enough to guarantee the detection of water leaks.
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Figure 1. Typical low-power wide-area (LPWAN) network architecture for water supply systems.

This type of architecture has four levels:

e  Data collection level (DCL). This is the basic level of the system. This level contains the sensors
that transform hydraulic variables into electrical signals. It is possible to measure the water level
in the tanks, the pressure and flow inside pipes, the state of valves, the number of operating
pumps in a pumping station, etc. The collection data nodes, where information is recorded and
sent are independent from each other.

e Communication level (CL). The communication system chosen must be suitable for the
application of the information recorded in the sensors. LPWAN networks are oriented to
communicate distant elements using a narrow band. This has the advantage of using very little
energy during the transmission process. Each device forms an independent node based on the
IoT technology. In this way, the error of one node does not affect the correct operation of the
others.

e Cloud database and analysis level (CDAL). The elements of storage and the interpretation of
data coincide at this level. Cloud data storage allows remote access to the collected data.

e  Visualization level (VL). The information is accessible by computers and smartphones/tablets.

The following diagram (Figure 2) shows the architecture of an IoT pressure monitoring system
(IPMS). The different elements that make up the system are organized in the levels described above.
A detailed description of each level of IPMS is given next. The system is characterized by its low cost
and the use of widely available technologies. This facilitates the replication of this system in any water
supply network. The system for collecting and sending data works independently of the analysis and
visualization platform, which facilitates its integration into existing monitoring systems.
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Figure 2. Internet of Things (IoT) pressure monitoring system (IPMS) architecture.

2.1. Data Collection Level

Each node is composed of a pressure transducer that converts the hydraulic pressure into an
electrical signal. Its measuring range should cover the range of possible pressures at the sensor
location to ensure a reliable reading of the variable and to avoid damage to the rest of the electronics.
Any change in the operational conditions of the system affects the pressure in the pipes according to
the energy conservation equation between two points of the network (Equation (1)).

P, v? P v ,

7+E+Zl+HA H; — HE—7+Z+Z2 1
where Pis the pressure; v is the flow velocity; z is the elevation; yis the specific weight of water; Ha
is the energy added by a pumping station; H: are friction losses in pipes and HE is the energy extracted
by turbines. This demonstrates that leaks or breakdowns in the water supply network (modify v in
Equation (1)) will give pressure readings out of their ordinary range at downstream points. This
monitoring system will detect and locate leaks in real time, thus improving the hydraulic
performance of the system. The pressure measurement is also used to understand the behavior of the
hydraulic system in different operation scenarios, in order to improve the management of adverse
situations.

A Honeywell transducer (PX2AN1XX250PSACX model) was used to measure the pressure. This
device converts the pressure into a voltage signal ranging from 0.33 V to 2.97 V. The supply voltage
is 3.3 V and the supply current is 4 mA, being fully compatible with the output voltage of most
microcontroller boards that exist on the market. It also has an IP69K degree of protection, which
allows it to be in contact with water without being damaged. The working range of this transducer
ranges from 0 bars to 17.23 bars, which covers the normal operating pressure range in the case study
network.

In addition, two sensors were included in the pressure measuring node to make it robust. As
electronics will be set inside a box, these sensors are used to control its status. A limit switch will send
alarms in case of theft of electronics material and a float switch will also send alarms if the box is
flooded, which may occur in nodes located in the lowest elevation points of the network.

2.2. Communication Level

Communication Network:

The chosen solution is based on the use of Sigfox network operator. Sigfox is a LPWAN and it
allows for both sending and receiving messages from any Sigfox device. In this case, one-way
communication is used, i.e., only sensor readings will be transmitted. The 140 daily messages allowed
by the Sigfox network are sufficient to monitor the pressure evolution in water supply networks, and
data are obtained every 11 min.

The main reason for choosing this communication system is its ease of application. The Sigfox
network is used as a service. The customer pays per year and per connected device. Users do not
have to install and maintain a communication network. Therefore, this wireless communication
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system is suitable for water management companies that cover a large area, and they can avoid the
major investment required to implement and maintain their own communication network.

It is important to study the coding structure of the messages transmitted by Sigfox network in
order to minimize the space required [39]. This strategy reduces the time of transmission of the
message, thus increasing the autonomy of the device. Long messages mean long radio signals, and
this implies greater use of the battery. The size of each section is determined by the number of
circumferences (4 bits).

Hardware platform:

The hardware platform chosen to build the prototype was the Arduino MKRFOX 1200 [40]. It
can be connected to the Sigfox network with a free subscription for a period of one year. This board
consists of the Atmel SAMD21 microcontroller and the ATA8520 radiofrequency module with Sigfox
connection. The main specifications are: 48 MHz speed, 256 Kb Flash memory and 32 Kb SRAM
memory, 28 digital pins and 10 analog pins, and 3.3 V power supply. Figure 3 shows the layout of
the output pins on the board chosen for this project, the Arduino MKR FOX 1200.

MKRFOX1200 dli{elvhy

' sigfox

ARDUING

Figure 3. Arduino MKR FOX 1200 pinout scheme.

The Arduino microcontroller collects the information provided by the sensors and periodically
sends data via the Sigfox network. To do this, it has been programmed in C++ language through its
integrated development environment (IDE) following the activity diagram shown in Figure 4.

Setup
function ]

The system is
powered by turning
off the timer TPL5110

‘ Sensor data is stored in the variables ‘

|

‘ SigFox module is started ‘

Loop l
function ] l The data stored in the variables are transmitted ‘

l

‘ SigFox module is switched off ‘

|

‘ The timer TPL5110 is activated and the system power is disconnected

Figure 4. Activity diagram showing the functions performed by the Arduino microcontroller.
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Arduino does not perform data storage functions. It just reads the information generated by the
sensors and transmits it. The data are stored together in the cloud with data from other nodes. The
designed code is aimed to send information efficiently with low energy consumption and minimal
execution time. After two consecutive cycles, the energy supply to the microcontroller is interrupted
by the timer to extend the autonomy of the batteries.

Timer:

As the Arduino MKR1200 board has a deep sleep consumption of approximately 12 mA, it is
necessary to equip the prototype with a low power timer like TPL5110 to save battery power during
each sending cycle. This element is placed between the energy supply source and the rest of the
components. This element aims to cut the current supply to the whole device, thus avoiding energy
consumption by the rest of the components between sending cycles.

The TPL5110 allows power interruptions in periods ranging from 100 ms to 7200 s, and it
consumes 35 nA during these periods. The duration of each interruption is determined by the value
of the resistors connected to a timer pin. The TPL5110 is able to manage a voltage range between 1.8
V and 5.5 V (which is compatible with the Arduino MKR FOX 1200 board that operates at 3.3 V).

Battery:

Li-ion 18650 rechargeable batteries were chosen as the supply source. These batteries have a
nominal voltage of 3.7 V and a capacity of 2900 mAh [41]. This type of battery is ideal for IoT devices
because they have a low level of self-discharge and they require minimum maintenance.

The nominal voltage of the Li-ion 18650 batteries is consistent with the operating voltage of the
Arduino MKR FOX 1200 board (up to 6 V via the VIN pin), the supply voltage of the pressure
transducer (3.3 V) and the operation of the TPL5110 timer (1.8 V-5.5 V). For this reason, it is not
possible to install several batteries in series. A set parallel cells was used in order to increase the
capacity and improve the autonomy of the device.

Autonomy:

The device’s consumption was monitored using a YOKOGAWA DLS850E oscilloscope (Figure
5). It is necessary to know its consumption during each data transmissions cycle to estimate the
battery autonomy. Each transmission period has a duration of 12 s in which the device goes through
four different stages:

e  Timer on: this is the status of the device between message sending cycles. The intensity during
this period is 0.05 mA because only the timer TPL5110 uses energy.

e  Peak consumption: this occurs when the microcontroller starts the Sigfox connection module
with a peak intensity of 0.14 A.

e  Signal stabilization: this period always last 2 s during which the signal is stabilized for a correct
reading of the sensor data. In this period, the intensity of the prototype reaches 0.010 A.

e  Sending information: this period varies according to the length of the message. The duration of
the sending is approximately 10 s while the current ranges between 0.020 A and 0.060 A.

0.160
0.140
0.120
0.100

<0.080

=
0.060
30.040

0.020

0.000
0 2 4 6 8 _. 12 14 16 18
Time %s%

Figure 5. Device consumption per data transmission cycle.
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In order to quantify the number of Li-ion 18650 batteries, which are arranged in parallel and
required to provide the device with reasonable autonomy, the following sensitivity analysis was
carried out. Table 1 shows the autonomy of the device according to the number of cells arranged in
parallel, the frequency of sending messages and the electric consumption at each stage of data
transmission.

Table 1. Autonomy of the device expressed in days and years depending on the number of batteries
connected in parallel.

Message Sending Standby

, . 1 Battery 2 Batteries 3 Batteries 4 Batteries
Frequency Consumption Consumption
(Minutes) (mAh) (mAh) (Days) (Years) (Days) (Years) (Days) (Years) (Days) (Years)
11 0.5304 0.05 208 0.57 416 1.14 625 1.71 833 2.28
12 0.4862 0.05 225 0.62 451 1.23 676 1.85 901 2.47
13 0.4488 0.05 242 0.66 485 1.33 727 1.99 969 2.65
14 0.4167 0.05 259 0.71 518 142 777 2.13 1036 2.84
15 0.3890 0.05 275 0.75 551 151 826 2.26 1101 3.02
20 0.2917 0.05 354 0.97 707 1.94 1061 291 1414 3.88
30 0.1945 0.05 494 1.35 989 2.71 1483 4.06 1977 5.42
40 0.1459 0.05 617 1.69 1234 3.38 1851 5.07 2468 6.76
50 0.1167 0.05 725 1.99 1450 3.97 2175 5.96 2900 7.94
60 0.0972 0.05 821 2.25 1641 4.50 2462 6.75 3283 8.99

The results obtained in the theoretical simulations of the autonomy of the device are gathered in
Table 1 and show that the best option is to connect four batteries in parallel. The set of four parallel
cells has a total capacity of 11,600 mAh and the autonomy of the device is up to 3 years, sending
information every 15 min (which is suitable for monitoring pressure in water supply systems). After
this period, the batteries must be replaced by fully charged batteries. Autonomy is a key issue when
IoT devices are scattered over large areas, as in the case of water transmission systems. This
dispersion combined with the inaccessibility of certain monitoring points requires maximizing the
battery lifespan for the applicability of the device.

Control circuit module:

Figure 6 shows the connections between the different elements that compose the printed circuit
board (PCB). Five terminal blocks were arranged to facilitate the connection of the sensors and the
battery. A nano-switch was also installed to disconnect the power supply for repair or maintenance
of the device.

Voltage

|~ divider

»

Float switch/
End of career

Control
on/off timer

Pull down

18650 battery Pressure transducer FESISIONS

Figure 6. Prototype printed circuit board (PCB) wiring diagram.
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The resistors shown in Figure 6 have various functions. There are three resistors arranged in
series to control the timer on/off. The two resistors connected in series form a voltage divider to
measure the battery level (4.2 V at maximum capacity), without damaging the Arduino board (input
of 3.3 V maximum). Finally, the two remaining resistors are pull down resistors, which establish a
logic state (LOW) on an Arduino input pin when it is on standby to avoid false input pin states caused
by noise generated in electronic circuits.

Register box:

All the elements of the prototype were placed in a waterproof register box to protect and isolate
them from the adverse weather. The box has an IP65 degree of protection to guarantee the device
durability (Figure 7). Three cable hoses were used to connect the PCB and the sensors. Each cable
exits the box through a cable gland to maintain the water-tightness of the prototype.

Antenna

Control
circuit
module

Float switch J | Pressure
transducer

ble gland
e s cable gland

Limit switch
cable gland

Figure 7. Internet of Things pressure monitoring system (IPMS) electronics.

To improve the quality of the radio signal, the antenna was placed outside of the register box
using a rubber gasket to maintain the water-tightness. An adapter was used to convert the ufl output
from Arduino to sma to facilitate the installation of an antenna that best suits the location of the
device. The antenna is the only element that affects the quality of Sigfox connectivity, hence its
importance in the device. For this specific case, an omnidirectional antenna with8 dB power was used.

2.3. Cloud Database and Analysis Level

Sigfox backend:

As described above, the maximum amount of information that can be transmitted per message
is 12 bytes, and up to 140 messages per day and per node can be sent. The information included in
each message is as follows:

e  Battery level: this parameter varies between 3.2 V (lower limit) and 4.2 V (upper limit). The lower
limit is determined by the Arduino power supply voltage. The upper limit is determined by the



Sensors 2020, 20, 4247 10 of 19

maximum capacity of the battery. This value is transmitted as an unsigned integer in decivolts
to increase its accuracy. This variable controls the replacement of the batteries to prevent the
device from not sending information.

e  Pressure: indicates the pressure of the water inside the pipe. The measurement range is between
0 bar and 17.23 bar. The data is transmitted as an unsigned integer in centibars.

e Cover status: indicates the status of the manhole cover where the pressure transducer is
installed. The data is transmitted as an unsigned integer with values of 0 (open door) and 1
(closed door).

e  Flooding: indicates the state of the manhole where the pressure transducer is installed. The data
is transmitted as an unsigned integer acquiring values of 0 (good conditions) and 1 (flooded
sump).

Table 2 summarizes the measured variables and the type of data used for transmission via the
Sigfox network.

Table 2. The variables and their format transmitted in each message.

Possible Byte

Message Values Category Position Units
Battery level 0-255 uint8 0 decivolts (dV)
1
Pressure 0-65.535 uintl6 5 centibars (cbar)
Manhole cover status 0-255 uint8 3 0 = open door; 1 = close door
Flood sensor 0-255 uint8 4 0 = good conditions; 1 = flooded manhole

The data from the different nodes installed in the network are collected in the Sigfox backend.
This platform is a tool to manage messages and check that the communication is correct but it is not
able to visualize the data. The information is received in a hexadecimal format.

To facilitate the display of data, callbacks redirect the data from the Sigfox backend to an
alternative storage and visualization platform. In this case the ThingSpeak platform was used. The
callbacks are made by identifying the URL of the ThingSpeak platform in the Sigfox backend,
pointing out the variables to be transmitted. So, every time a message arrives at the Sigfox cloud, the
chosen data are redirected to the ThingSpeak platform where they can be easily managed and
displayed.

ThingSpeak platform:

ThingSpeak is an IoT platform developed by MathWorks to receive, visualize and analyze data
in the cloud. This platform is very intuitive, so it is widely used. It has two versions: the free version
that connects up to four devices and a maximum of 8200 messages/day; and the paid version can be
adapted to the needs of each client depending on the number of connected devices and the number
of messages per day.

This work is based on the free version. The messages are received via REST API calls and stored
in the cloud database. The data are accessible from any device with an internet connection. In
addition, ThingSpeak allows the use of the following modules to perform extra functions:

e  Matlab Analysis: to analyze the information received using Matlab tools.

e  TimeControl: this plugin is used to program actions in a regular schedule, relaying the
performance of some functions with the data on other modules. For example, every 30 min an
analysis is programmed to detect pressure drops with Matlab Analysis.

e React: this module continuously analyzes the input data to perform actions when events occur.
This module analyses the data to send an alarm when there is loss of data due to coverage
problems

e  ThingHTTP: it uses the HTTP communication protocol to transmit messages to other devices or
web services.

Pressure information can follow two paths through the ThingSpeak platform (Figure 8):
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e A quick analysis of the information can be performed with the React module based on
previously defined pressure threshold values. If the pressure exceeds these thresholds, HTTP
calls are made to send alerts via email to an external platform.

e  For more complex analyses it is necessary to use the TimeControl module, which performs
periodic analyses of historical or live data linked to the Matlab Analysis module. Matlab
Analysis has great analysis potential as it uses functions from additional MATLAB toolboxes.
The outcome of these analyses may prompt a HTTP call to an external platform to send warnings
to the operation and maintenance personnel of water service companies. For instance, the
following code is aimed at detecting sudden pressure drops and their return to normal values

(Figure 9).
: Time Matlab :
SigFox | jcaliback | ThingSpeak / control Analysis R Alert /
Backend i cloud 'CL} | Notification

|

| Visualization React ThingHTTP |
I {3 I
| O + I
| Android PC I
| APP . |
| ThingSpeak |
§ThingChartjj® | I I platform /|
- - - _ > I

Figure 8. ThingSpeak platform functions in IPSM.
Read pressure
values
pressure < treshold
l— NO Previous state not Previous state NO —!

alarm? alarm?

IFTTT (If

YES YES
Alarm sending: Alarm sending:
ipressure drop! (potential leakage) ipressure recovery! (normal operation) —
Alarm =1 Alarm =0

Figure 9. Flowchart to detect pressure variations.

This, Then That):

The last element in the cloud database and analysis level is the platform, “If This, Then That”
(IFTTT). This web service programs actions to automate different tasks. The user must formulate a
condition and define a reaction to that condition. The objective of this tool is to identify anomalous
situations from the received data and to automatically send alerts via e-mail.

The IPMS includes warnings in response to out-of-range pressure oscillations, if the manhole
cover where the device is installed is opened, if the sensor box is flooded or when the battery is almost
discharged. Water utility managers will receive emails with real-time information on the occurrence
of these events. They receive instant information about failures that enable them to make decisions
to revert these situations as quickly as possible.



Sensors 2020, 20, 4247 12 of 19

2.4. Visualization Level

At this level, the water utility staff have access to pressure data in real time. Data must be shown
in a friendly and intuitive way. The IPMS allows data consultation from any device with internet
access through its website. The ThingSpeak platform also has an APP to take queries from
smartphones (Figure 8). This facilitates data-based decision making in any case: for the staff in the
office and for the maintenance personnel that work out of the water service offices.

The IPMS sends email warnings when anomalous system performances occur. This ensures a
quick response from the water service staff. Both data and emails can be visualized on web platforms
and smartphone APPs, which facilitates the communication of information to decision makers.

3. Case Study

The developed prototype was installed in the water transmission system (WTS), which supplies
drinking water to the municipalities in the province of Cérdoba (Spain). This WTS transports water
from the Martin-Gonzalo reservoir to the municipalities located in the eastern part of the province
with a population of 44,200 inhabitants in an area of about 600 km? (Figure 10).

N
A

Pump
Station

Legend
&) owre
I Reservoir
@ Pump Station

P Tank

—— Pipe

Figure 10. Location and layout of the hydraulic network studied.

The number of inhabitants varies between 140 and 9635 in the 10 municipalities that comprise
the study area. Sixty percent of the population is concentrated in three municipalities. The average
water demand is 250 L/hab/day, with an average annual consumption ranging from 12,733 m3/year
to 681,572 m?/year in the municipalities in the area.

The WTS consists of a total of 88.79 km of pipes of different material and diameter, as well as 18
tanks with a capacity of 80 m? to 7500 m?, 2 pumping stations and a drinking water treatment plant
(DWTP).

The Sigfox signal quality in the study area was accurately measured before the sensors were
installed. The results are shown in the Sigfox signal level map (Figure 11) and provide key
information for choosing the optimal location for the sensors.
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Figure 11. Distribution of Sigfox coverage intensity over the water distribution network.

Figure 11 divides the signal quality into five categories: no signal, low, average, good and
excellent. These categories were constructed according to two parameters: the received signal
strength indicator (RSSI) and the number of stations receiving the message. The signal quality is
better in areas close to towns with larger population and worse when the distance from them
increases. Seventy-five percent of the WTS has acceptable coverage, allowing the Sigfox system to be
used as a communication network for the designed pressure sensors.

4. Results

Three pressure measuring devices were installed at different locations to test the performance
of the designed prototype: a tank, a pump station and an inlet (Figure 12). In each location, a valve
isolates the installation point of the device from the water flow. The different locations were selected
to check if the prototype works properly under different operating conditions.

Once the devices are installed, they begin to store data in the cloud database. If the pressure
values are in the range previously estimated as optimal, the system will continue to store values.
These can be consulted from any PC or smartphone/tablet with internet connection. In this way, it is
possible to see the real-time response of the hydraulic network to the different regulation operations
or the seasonal changes typical in this type of network. If there is a drop in the pressure below the
defined threshold in any of the data recording nodes, the system will send an alert via SMS or email
to the corresponding operators depending on the area of occurrence. Therefore, it is necessary to have
the email and phone number of the responsible operators in each zone. The system tries to unify data
and simplify its visualization in decentralized hydraulic networks such as transmission supply
systems.
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Figure 12. Prototype installation.

Leakage/breakdown detection:

Figure 13 shows the pressure data recorded at an inlet during a leakage in the main pipe of the
water transmission system. A leak event consists of four stages:

¢  Regular operation: the recorded pressure data are in the expected range during this period.

e  Leak occurrence: pressure data recorded by the sensor are not in the expected range.

e Leak repair period: the pressure recorded during the pipe fix period will be 0 due to the
interruption of the water supply by the leaking pipe and the repair work is carried out.

e  Back to normal operation: once the leak has been repaired, the pipe flow is restored to the usual
operating pressure.
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Figure 13. Pressure diagram in a leak event.

The IPMS is intended to detect the occurrence of leaks and breakdowns and locate where they
occur when a warning is received from any of the sensors installed in the WTS. The rapid and accurate
location of the leakage/breakdown point in pipeline networks crossing large unpopulated areas is
key to leakage control. Real-time information about the pressure levels reduces the failure time
(detection, diagnosis, and repair) and therefore the volume of water losses, thus improving the
performance of these systems.

Detection of anomalous pump operation:

The pumping station studied is located on a secondary pipe that supplies water to a municipal
tank. The start/stop of the pump depends on the level of the tank. The pressure sensor was installed
in the pipe connecting the pump to the tank. Analysis of the pressure variations allows the detection
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of a malfunction of the pump and the correction of possible system failures. As Figure 14 shows, false
start events were detected, and were repeated at certain periods of time. This can cause long-term
pump deterioration, as well as unnecessary energy consumption. By studying the pressure record,
the cause of the false starts was identified, that is, an erroneous signal from the tank level sensor that
sent a start command to the pump control system.
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Figure 14. Pump false start.

Analysis of the pressure evolution records in the previous pumping station also revealed other
unusual operations. The pump was found to be running at one-hour intervals, when the normal
duration of periods of non-operation of the pump was 7-8 h. This situation was due to the existence
of a leak in the distribution system (from the municipal tank to the final consumers) with the
consequent continuous drop in the level of the tank fed by the studied pumping station. Therefore,
the pump had to increase its frequency of operation to compensate for leaks in the water distribution
system. This anomaly was quickly detected by the IPMS (Figure 15).
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Figure 15. Two consecutive pump periods at a pumping station.
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IPMS costs:

The production costs of a single sensor of IPMS is detailed in Table 3. In this work, the cost of
the communications system (Sigfox) was not considered as Sigfox use is free for the first year. The
free version of the ThingSpeak platform was also used. Finally, the IFTTT tool is free, so there was no
additional cost.

Table 3. Production costs of the IoT pressure sensor.

Concept Price (€)
Arduino MKRFOX1200 board 35.0
TPL5110 timer 45
Li-Ion Battery 12.0
Enclosure 15.0
Battery holder 2.5
Antenna 3.0
Limit switch 4.0
Float switch 2.0
Pressure transducer 83.0
Others 3.5
Total costs 164.5

5. Discussion

The results confirm the adaptability of the Sigfox network for the communication of sensors
located in different elements of a WTS, despite their dispersion over a large number of territories. No
telecommunication infrastructure is required to use the Sigfox system, only the payment of an annual
(17 € approx.) fee per connected device from the second year of use.

The proposed IoT platform, ThingSpeak has many advantages (for example, powerful advanced
calculation engine, easy data visualization, online database, etc.) but the free version used in this
work is limited to four devices at most. Therefore, when IPMS is composed of more than four sensors,
it is necessary to have a paid subscription, whose annual cost can vary between 70 € and 580 €
depending on the functions subscribed.

Compared to the existing pressure monitoring systems on the market, the proposed IPMS is 45—
65% cheaper. In addition, some of the commercial pressure measurement systems often require an
initial investment in telecommunication infrastructure. By using the SigFox network, this type of
initial cost is avoided. According to the proposed architecture, the maintenance of servers is also
avoided, which is a problem for most water service companies as they usually do not have specific
staff to perform these tasks. This saves indirect costs in the implementation of the IPMS. The proposed
architecture is easily scalable by increasing the number of information logging nodes. Each node acts
independently, so the failure of one of them does not entail the collapse of the entire system.

The versatility of the Arduino MKRFOX 1200 microcontroller makes the proposed prototype
easily upgradeable. The correction of operating errors of the device or an extension of its functions
can be done by replacing the code loaded on the Arduino board. In addition, the use of this
microcontroller is becoming more widespread and more detailed documentation on its operation is
available. The large community of developers, along with its low cost are the main advantages in the
use of this microcontroller.

Another notable aspect of the proposed prototype is its adaptability to different communication
technologies. Although Sigfox technology has proven its suitability for this case, it is possible that in
the near future there will be another technology more suitable for urban water supply systems.
According to the layout of the control module, only the Arduino MKRFOX 1200 microcontroller
should be replaced by a board that can communicate using another technology. The operation of the
selected auxiliary components is not affected by the installed microcontroller.

Currently there are boards in the Arduino family that are compatible with several
telecommunication technologies: WiFi (MKR 1000, MKR 1010), LoRa (MKR WAN 1300, MKR WAN
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1310), GSM (MKR GSM 1400), Narrow Band IoT (MKR NB 1500) and audio and video processing
(MKR Vidor 4000). All these boards have the same input and output pin layout as the chosen MKR
FOX 1200 board. This would facilitate adaptation to future change in communication technology.

6. Conclusions

The IoT pressure sensor prototype, as an IPMS node, as well as the architecture of the
communication, processing and information display system based on open source and low-cost
technologies proved their applicability as a real WTS pressure monitoring and warning system. IPMS
is a robust and reliable low-cost pressure monitoring system that is able to sends alerts regarding
leaks, breaks and abnormal operation in pumping stations.

The system developed is versatile as the nodes can be operated in locations without connection
to the conventional electrical grid with autonomy for up to 3 years thanks to the use of the TPL 5110
timer, which reduces energy consumption. The prototype, based on the Arduino MKR FOX 1200,
provides data every 15 min on the pressure, the battery level and the state of the manhole where it
has been installed (open/closed cover and flood warning).

IPMS architecture is modular (including information collection, data transmission, storage and
display). In each module, any element and/or software can be replaced by another of similar
characteristics to facilitate the updating/upgrading of the technologies used and the integration of
these data into another existing telemetry system. In addition, dependence on trademarks is avoided.

The combination of low-cost and open source technologies implemented in IPMS minimizes the
initial investment and maintenance costs of monitoring key hydraulic variables in the operation and
maintenance of water supply services. These are very important incentives for the digitalization of
the management of water supply companies, especially for companies with limited economic
resources.

The evolution of IPMS in the near future could be directed to the reinforcement of its autonomy
with the incorporation of a connector for photovoltaic panels in nodes in suitable locations. Also, the
time between measurement cycles could be reduced by using a (non-volatile) EEPROM memory,
which accumulates the data recorded in several measurements and sends them every 11 min
(minimum period between sending cycles in Sigfox).

Finally, the IPMS functionality could be extended by incorporating an advanced ThingSpeak
calculation module (MATLAB) to calibrate the hydraulic model of WTSs and simulate the behavior
of the system under different operating scenarios based on pressure measures.

Author Contributions: Conceptualization, ].G.M. and P.M.; Investigation, ].P.-P.; Methodology, J.R.-F.
Resources, M.T.R.; Software, ].P.-P.; Supervision, ].R.-F. and M.T.R.; Writing—original draft, ].P.-P. All authors
have read and agreed to the published version of the manuscript.

Funding: This research was funded by the collaboration agreement between the University of Cordoba (UCO)
and the Provincial Water Company of Cordoba (EMPROACSA).

Acknowledgments: This work was developed within the scope of the collaboration agreement between the
Provincial Water Company of Cordoba (EMPROACSA) and the Hydraulics and Irrigation group of the
University of Cordoba. The authors are grateful to Aguas de Cdérdoba for the material and human resources
provided to carry out this project.

Conflicts of Interest: The authors declare no conflict of interest.

References

1.  Kingdom, B.; Liemberger, R.; Marin, P. The Challenge of Reducing Non-Revenue Water (NRW) in Developing
Countries How the Private Sector Can Help: A Look at Performance-Based Service Contracting; Water Supply and
Sanitation (WSS) Sector Board Discussion; The World Bank Group: Washington, DC, USA, 2006.

2. Vargas, J.; Paneque, P. Situacién actual y claves de la gestion de sequias en Espana. In Informe del
Observatorio de Politicas del Agua 2017 “Retos de la Planificacion y Gestion del Agua en Espafia”; La Roza, F.,
Martinez, J., Ed.; Fundacién Nueva Cultura del Agua: Zaragoza, Spain, 2018; pp. 42-54.



Sensors 2020, 20, 4247 18 of 19

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

Lambert, A.; Trow, S.; Merks, C.; Charalambous, B.; Donnelly, A.; Galea, S.; Fantozzi, M.; Hulsmann, A.;
Koelb], J.; Kovac, J.; et al. EU Reference Document Good Practices on Leakage Management WFD CIS WG PoM;
European Comission: Brussels, Belgium, 2015; ISBN 9789279450693.

Hollands, R.G. Will the real smart city please stand up? City 2008, 12, 303-320,
doi:10.1080/13604810802479126.

Gosavi, G. Smart Water Flow Monitoring and Forecasting System. In Proceedings of the 2017 2nd IEEE
International Conference on Recent Trends in Electronics, Information and Communication Technology
(RTEICT), Bangalore, India, 19-20 May 2017; pp. 1218-1222.

Alvisi, S.; Casellato, F.; Franchini, M.; Govoni, M.; Luciani, C.; Poltronieri, F.; Riberto, G.; Stefanelli, C.;
Tortonesi, M. Wireless Middleware Solutions for Smart Water Metering. Sensors 2019, 19, 1853-1878,
doi:10.3390/s19081853.

Monks, I; Stewart, R.A.; Sahin, O. Revealing Unreported Benefits of Digital Water Metering: Literature
Review and Expert Opinions. Water 2019, 11, 838, doi:10.3390/w11040838.

Sela, L.; Amin, S. Advanced Engineering Informatics Robust sensor placement for pipeline monitoring;:
Mixed integer and greedy optimization. Adv. Eng. Inform. 2018, 36, 55-63, doi:10.1016/j.a€1.2018.02.004.
Cheng, L.; Kun, D.; Jia-peng, T.; Wei-Xin, D. Optimal placement of pressure sensors in water distribution
system based on clustering analysis of pressure sensitive matrix. Procedia Eng. 2017, 186, 405-411,
doi:10.1016/j.proeng.2017.03.242.

Rayaroth, R.; Sivaradje, G. Random Bagging Classifier and Shuffled Frog Leaping Based Optimal Sensor
Placement for Leakage Detection in WDS. Water Resour. Manag. 2019, 33, 3111-3125, do0i:10.1007/s11269-
019-02296-7.

Lee, S.J.; Park, T.; Lee, G. Robust leakage detection and interval estimation of location in water distribution
network. IFAC-PapersOnLine 2015, 48, 1264-1269, doi:10.1016/j.ifacol.2015.09.142.

Kayaalp, F. Leakage detection and localization on water transportation pipelines: A multi-label
classification approach. Neural Comput. Appl. 2017, 28, 29052914, do0i:10.1007/s00521-017-2872-4.

March, H.; Morote, A.; Rico, A.; Saur, D. Household Smart Water Metering in Spain: Insights from the
Experience of Remote Meter Reading in Alicante. Sustainability 2017, 9, 582, d0i:10.3390/su9040582.

Beal, C.; Flynn, J. The 2014 Review of Smart Metering and Intelligent Water Networks in Australia & New Zealand;
Water Services Association of Australia: Brisbane, Australia, 2014.

Thiemann, R.O.B.; Haas, ].A.Y.; Schlenger, D.O.N. Reaping the Benefits of AMI: A Kansas City Case Study.
Am. Water Work. Assoc. 2011, 103, 38-41, doi:10.1002/j.1551-8833.2011.tb11427 .x.

Poljak, D. Industry 4.0: New challenges for public water supply organizations. In Proceedings of the 3rd
International Scientific Conference LEAN Spring Summit 2018, Zagreb, Croatia, May 2018; pp. 51-58.
Sedlak, B.D. Water 4.0: The Past, Present, and Future of the World’s Most Vital Resource (Book Review); World
Scientific Publishing Company: New Haven, CT, USA, 2017, Volume 3, pp. 1-3, doi:
10.1142/52382624X16800084

Fazio, M.; Celesti, A.; Puliafito, A.; Villari, M. Big data storage in the cloud for smart environment
monitoring. In Proceedings of the 6th International Conference on Ambient Systems, Networks and
Technologies (ANT 2015); Elsevier Masson SAS, London, UK, June 2015; Volume 52, pp. 500-506.

Diaz, S.; Gonzdlez, J.; Minguez, R. Enfoque integral para la monitorizacién en tiempo real de redes de
abastecimiento de agua mediante técnicas de estimacion de estado. In Proceedings of the V Jornadas de
Ingenieria del Agua, Coruna, Spain, 25-26 October 2017; pp. 1-13.

Britton, T.; Stewart, R.A.; Halloran, K.O. Smart metering Enabler for rapid and effective post meter leakage
identification and water loss management. J. Clean. Prod. 2013, 54, 166-176, d0i:10.1016/j.jclepro.2013.05.018.
Farah, E.; Shahrour, I. Leakage Detection Using Smart Water System: Combination of Water Balance and
Automated Minimum Night Flow. Water Resour. Manag. 2017, 31, 48214833, doi:10.1007/s11269-017-1780-
9.

Raykar, M.M.; Vinod, P.; Vinod, P.; Preethi, K.M.; Jain, L. Automated Water Billing with Detection and
Control of Water Leakage using Flow Conservation. Int. J. Eng. Res. 2015, 3, 285-287.

Gonzalez Perea, R.; Camacho Poyato, E.; Montesinos, P.; Rodriguez Diaz, J. Prediction of applied irrigation
depths at farm level using artifi cial intelligence techniques. Agric. Water Manag. 2018, 206, 229-240,
doi:10.1016/j.agwat.2018.05.019.



Sensors 2020, 20, 4247 19 of 19

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.
40.

41.

Li, H. Usage Analysis for Smart Meter Management. In Proceedings of the 2011 8th International
Conference & Expo on Emerging Technologies for a Smarter World, IEEE, Long Island, NY, USA, 2-3
November 2011; pp. 1-6.

Robles, T.; Alcarria, R.; Martin, D.; Navarro, M.; Calero, R.; Iglesias, S.; Lopez, M. An IoT based reference
architecture for smart water management processes. J. Wirel. Mob. Netw. Ubiquitous Comput. Dependable
Appl. 2015, 6, 4-23, doi:10.22667/JOWUA.2015.03.31.004.

Abdelhafidh, M.; Fourati, M.; Chaari Fourati, L.; Abidi, A. Remote Water Pipeline Monitoring System IoT-
based Architecture for new Industrial era 4.0. In Proceedings of the 2017 IEEE/ACS 14th International
Conference on Computer Systems and Applications, Hammamet, Tunisia, 30 October-3 November 2017;
pp. 1184-1191.

Dobriceanu, M.; Bitoleanu, A.; Popescu, M.; Enache, S.; Subtirelu, E. SCADA system for monitoring water
supply networks SCADA System for Monitoring Water Supply Networks. Wseas Trans. Syst. 2008, 7, 1070—
1079.

Bayindir, R.; Cetinceviz, Y. A water pumping control system with a programmable logic controller (PLC)
and industrial wireless modules for industrial plants—An experimental setup. ISA Trans. 2011, 50, 321-
328, doi:10.1016/j.isatra.2010.10.006.

Robles, T.; Alcarria, R.; Martin, D.; Morales, A.; Navarro, M.; Calero, R.; Iglesias, S.; Lopez, M. An internet
of things-based model for smart water management. In Proceedings of the 2014 IEEE 28th International
Conference on Advanced Information Networking and Applications Workshops, IEEE WAINA 2014,
Victoria, BC, Canada, 13-16 May 2014; Volume 1, pp. 821-826.

Sanchez-Iborra, R.; Cano, M. State of the Art in LP-WAN Solutions for Industrial IoT Services. Sensors 2016,
16, 708, d0i:10.3390/s16050708.

Paul, ].D.; Buytaert, W. Citizen Science and Low-Cost Sensors for Integrated Water Resources Management.
In Advances in Chemical Pollution, Environmental Management and Protection; Elsevier: Amsterdam, The
Netherlands, 2018; Volume 3, pp. 1-33.

Raza, A.; Ikram, A.J.; Ikram, A.A.; Amin, A. A Review of Low Cost and Power Efficient Development
Boards for IoT Applications. In Proceedings of the 2016 Future Technologies Conference (FTC), IEEE, San
Francisco, CA, USA, 67 December 2016; pp. 786-790.

Hund, S.V.; Johnson, M.S.; Keddie, T. Developing a Hydrologic Monitoring Network in Data-Scarce
Regions Using Open-Source Arduino Dataloggers. Agric. Environ. Lett. 2016, 1, 5-9,
doi:10.2134/ael2016.02.0011.

Abba, S.; Namkusong, J.W.; Lee, J.-A.; Crespo, M.L. Design and Performance Evaluation of a Low-Cost
Autonomous Sensor Interface for a Smart IoT-Based Irrigation Monitoring and Control System. Sensors
2019, 19, 3643, d0i:10.3390/s19173643.

Yu, H,; Tsai, M.; Tsai, Y.; You, J.; Cheng, C.; Wang, J.; Li, S. Development of Miniaturized Water Quality
Monitoring System Using Wireless Communication. Sensors 2019, 19, 3758, d0i:10.3390/s19173758.

Gubbi, J.; Buyya, R.; Marusic, S.; Palaniswami, M. Internet of Things (IoT): A vision, architectural elements,
and future directions. Futur. Gener. Comput. Syst. 2013, 29, 1645-1660, doi:10.1016/j.future.2013.01.010.
Zdravkovi, M,; Trajanovi¢, M.; Sarraipa, J.; Jardim-gongalves, R.; Lezoche, M. Survey of Internet-of-Things
platforms. In Proceedings of the 6th International Conference on Information Society and Technology,
Kopaonik, Serbia, February 2016; pp. 216-220.

Botta, A.; De Donato, W.; Persico, V.; Pescapé, A. Integration of Cloud Computing and Internet of Things:
A Survey. Futur. Gener. Comput. Syst. 2015, 56, 684-700, doi:10.1016/j.future.2015.09.021.

Sigfox. Sigfox Device Cookbook: Communication Configuration; Sigfox Company: Labege, France, 2018.
Arduino Arduino MKRFOX 1200. Available online:
https://www.arduino.cc/en/Main. ArduinoBoardMKRFox1200 (accessed on 6 November 2019).

Al Hallaj, S.; Prakash, J.; Selman, ].R. Charcterization of commercial Li-ion batteries using electrochemical —
Calorimetric measurements. J. Power Sources 2000, 87, 186-194, doi:10.1016/S0378-7753_99.00472-3.

© 2020 by the authors. Licensee MDPI, Basel, Switzerland. This article is an open access
@ ® \ article distributed under the terms and conditions of the Creative Commons

Attribution (CC BY) license (http://creativecommons.org/licenses/by/4.0/).



